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E'epartment Of Justice Corrective A.cticns 
on the FBI' s Use of Natioi'.al Security Letters 

V/ASHINGTON - Neariy two wee os ago, tne AttcrneY^ Genera i commended the wore o± 
the Inspector General in uncovering serious problems in the FBI's use of 
Maoional Security Letters (NSLs) . The Ahtcrney General and the Director of the 
FBI agreed that than such mistakes would not be rolerated, and the Attorney 
Geneictl ordered Llie FBI and Ll.e Justice DeparLmenL to put In place safeguards to 
ensure greater overs ighr and controls over the use of NSLs, 

E; i n c e r h a t t ime , the FBI a n d J u s t i c e D ep a r tne n t h a v e :ao v e d e ;-Lp e d i t i ou s 1 y r o 
i mp 1 em e ri t the r ec oi ru ne n d a t i o n s o f t h e I n sp e c tor Ge n e r a 1 ' s report and to c r e a t e 
additional safeguards to ensure that NSLs are used properly* Below are some of 
the acrions that the FBI and Justice Department have taken to date and will Ije 
t a k i n g in the n ea r f u tu re t o a ddr e s s these s her t com i n g s : 

N ew 0 V ei s i g h t a nd Aud i t i no of th e FBI's Use of NSLs 

^ 1 n i t i a I Au d i t - Last Friday, the FBI's Inspection Division i a u n che d a 

rer lospective audit of she use of NSLs in ali 56 FBI field offices nationwide. 

T l‘i e FBI c o I'l s u 1 1 ed w i t h and r e c e i v e d i np u t f r otr. the Ju s t i c e D ep a r tn le n t ' s N a t i o n a I 
Securiry Euvision (NS Eg and the Dep)artment ' s Chief Privacy and Civil Lit-'erties 
C:' f f i c;. e r ( C F CLO ) i n d e v e i op ing it 3 pi a n f o r t. h e a u d i t. , vhi i ch i s t a s e ^d up: o n 1 1‘. e 

Insp>ecror 'lenerai' s methodology tor identifying potentiai Inteiiigence Oversight 
B o a id (1 0 B ) V i o I a t i o n s . Wh i i e th is a ud it is be i n g I ed by the FE' I ' s I n spec:, o i o n 
E 1 ■) V ] F 1 o I'j , t ij e Ju s t i c e Ej ep>a r ^.iri e n t ' s N S E' an d C ? •'" T , O are a 1 s o p a r t i c i p a t : n >'j in t. h e 
au d it s a t v a r i ou s FBI field of f i cc s . 

^Flejulai Audits Going Foiv-^aid - 3 Lai Ling nexL irionLh, Ll.e Jus Lice DeparLmenL' s 
MS Eg in c on j un c t i o n with t h e C PCLO , the FP I ' s I n spe c t i on Di v i s i o n a nd th e FBI's 
0 f f i c e o f General Cou n s e 1 , wi 1 1 beg i n conduct i n g comp r eli e n s i ve r ev i evrs o f t E. e 
use of MSLs at FBI headquarters and in field cffi;ces around the country. It is 
c : :p oc: t. o d t.h a t. t. h c finding c: 'O f t.h o FBI's i n i t. i a I au d i t. wi II infer m t. h c p r o c: o c; c; f 
t h e se on g o i n g r ev i ews , Th is is a new I eve I of over s i gh t by Eiepa r tme n t of Ju s t i ce 
iawyers witn years ot ezper fence in inteiiigence and iaw enlorcement. 

Prohibition on the Use of "Exigent" Letters 

March 5, 2 0 57, the FBI issued a Bureau -wide directive prohibiting the use :of 
the exigent letters described in the Inspector General's report. All FBI field 
offices have been asked to identify any use in their office of an exigent letter 
or anything akin to an exigent letter. 

'^The FBI E'i rector in February 2057 ordered an expedited review by the Inspection 
Edvisron of the unit that issued the exigent letters described in the Inspector 
General's report, for the purpose of determining management accountability. 

^ T li e ] -.[ 3 T i a u d i t s d e s c r i b e d a I'y o v e V\? ill a 1 s o i ri c 1 1 ; d e a ; ' e v i e o ^ Vvh e t li e r ex : g e r. t 
letters described in the Inspector General's report v/ere issued in other FBI 
fielci offices. 

^ T h e A. 3 3 o c i a t e Dep u t y A. 1 1 o r n e y ' 5 e n e r a 1 a n d t h e J u 3 1 i c e E' epa r tine n t ' s 0 nice or 
B r o f e s s i o na 1 P.e sp o n s i E,' i i i t y are a 1 s; o e am i n i n q the r o 1 e FBI officials pi ayed i n 
the use of N3T,s and e>v' gerh letters. 

N e v-7 0 V e r 3 i g h t of FBI- P.ep or ted 1 0 B V i o 1 a t i c n 3 

^'Tlie Jus Lice E'ep.ai tiu^nt ' s M3E’ v.;ill now levie’w .r.ll InL-l 1 i gence Over sigh L B:oaid 
( 1 0 B ) viol a t i o n s t ha t the FBI r epor t s to the 10 E . When r e v i evii n g t Ei e s e 1 0 E 
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reterrals ±rcm the ?E'I, the MSD will prcanpt-.y r.o^ity the Attorney Genera^ it it 
appears that the incident sugcests the need for a chance in policy, traininc or 
o V e r s i gh t i ti e c h a n i s m s . G h e r I S H ' wi 11 also rep o r t t o t h e G P C Jjj a n y I '0 E s that raise 

s e r i ou s c i v i 1 r i gh t s or pr i v a cy issues. ^ T he MS D ill a 1 s o r epc r t t o the 

Attorney General every six months on all lOB referrals reported by the FBI 
during the preceding six-month period. This mechanism will help identify trends 
a n d potential f u t u r e p r ol:.' 1 ems . 

Ne>7 Measures to Address MSL Tracking 

'^In early 23C6, the FBI began developing a nev; NSL tracking database. The 
W eb - 1 ■ a s e d s y s t em w ill be p i 1 o t e d i n t ti e F F I ' s W a s ti i n g t o n Field 0 f f i c e in ^li e 
summer of 20C7 and ivill be deployed tc four large field offices in late 2007. 

The new system will include a field that will identify v/h ether the MSL recipient 
complied with the request and will possibly allov-/ lor entry or notes or comments 
on the response. 

’'Until the nev/ system is deployed, FBI field offices will report monthly on NSLs 
that have l^een issued. The FBI Office of General Counsel will ensure that the 
N S L s c omp 1 y with app 1 i c abl e s t a I '.i t e s , g u i de I i iiti; s , -u id po 1 ic i e s . 

''To oljoain a better accounting of past use of NSLs and correct inaccuracies in 
past Congressional reports, the FBI Director has ordered an intensive process to 
qu e r y other c ompu ter s y s t em s to 1 C' c a t e files wh ere I-I S L s m ay have bee n i s s i.i e d b u t 
Y.oz reported to FBI Office of Ccnc'ral Counsel for inclusion in its trackin^f 
daoali’ase. In addition, the FBI Office of General Counsel is correcting any data 
enory errors in the existing database. The A^ttorney General has al sC' mandated 
that the Justice Department/ s NSD and CFCLO advise him on additional steps that 
s l‘i (D u Id ]:.• e taken t (D c o r r e c t. the i n a c c u r a t. e ni.imb e r s r ep o r t. e d t. o C o n g r e s s . 

''On March 5, 2 0D7, ohe FBI issued a nev/ policy requiring the retention of copies 
of signed NSLs . 

Nev; Training and Guidance on NSLs 

'The FBI v;ill re-issue comprehensive guidelines ohrou^hout the Bureau couceriiing 
the prop>er use ot NSLs. The FBI 01 ± ice or General Counsel will evaluate existing 
guidance and make necessary revisions in consultation with the Department of 
."1 1 St i ce' s Mat i ona 1 Seen r i ty Fu vi s i on . 

''The- FBI has ]:'Ogun developing a new training course on the proper use cf NSLs 
tliat v/ill ]^e available ro> FBI peisounel Llirough ulie Internet. .After tlirr course 
dev el opiTie n t i s oemp 1 e t e , t h e FBI wi 11 issue a d i r ec t i ve mandat i n g t r a i n i n g 1 or 
all Special Argent s-in-Charge, Assistant Special Agents- i n-Charge , as 'well as all 
appropriate FBI agents and analysts. 

I n t. l‘i o mo anti m e , t.h e FBI li a s o r d e r o d t. h a t. a n y t. i me a n FBI Ci f f i c e o f C c n e r a 1 
Counsel attorney is traveling in the field for any reason, the attorney must 
schedule manaatory MSL oraining. The FBI wi_i consider whether additional 
training on NSLs for new agents is needed. 

Th e J u s t i c e Depa r trrien t ' s Ex ecu t i ve 'If flee of U . S . .At t o r n ey s will r e v i ew i t s 
existing training materials and guidance for terrorism investigations and 
prosecutioris to ensure chat NSLs are piopeily described in such materials. 

New Oversight of the Use and Retention of NSL-Derived Information 
~^A vjorking group co- chaired by the Office of the Director of National 
I n c el 1 i g e n c e an d t h e Ju s t i c e Dep a r t meri t ' s CFCLO h a s l3 een co nv e n e d to exami n e h ow 
NSL-derived informacion is used and retained by che FBI. The FBI's Privacy 
0 f f i c e r as we 11 as a r ep r e s erj t a f i ve f r on i t li e .Ji ; s i c e Dep a r t j ne n t ' s MSI; tw i 1 b e 
represented on this working group. The working group viill examine how the NSL 
records are stored and disseminated and detent.ine the retention practices of 
o t h er ag e nc i e s wi th NSL au thor i t i e s , 

Re V i e v; of Role of FBI's D i v i s i o n C o u n s e 1 

^ T li e . Tu s 1" 1 c e Depa r 1"rnen 1" ^ s M S F’ a n d 1" h - FBI ha v e b e j i ; n -xa n 1 1 ri i n g v.;h p 1- h e r the FBI 
o r g a n i z a t. i o n a 1 s t. r u c t. u r e s 1 l ou Id he c h a n q e d t. cd h a v e FBI' s L’ i v i s i o n C' ou n s e 1 in 
field offices irrpoiS to the FBI's Office cf Gnrueiai Couns-rl in Headqua iters 
r a z he r t h an to field o f f i c e Spec i a 1 - Ag e nt s - i n -C h ar g e . 


f 
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r r opo ed T g i 1 a t i o n 

^The Inspector General reccrranended in its report that the terra ' 
records inf orraation"' in the Electronic Corrcmmi cat ions Privacy Ac 
clarified. The Justice Department and FBI are developing a propc 
this concern. 

Fu t u r e 0 v e r s i g h t 

"" Th e At t o r n ey Gen e r a 1 h a s a s k e d th e 1 r spec tor Cone r a 1 to i ep or t 
months on ’..lie FBI’s i i up 1 en le n t a t i c n o f the re c on an en c\ a t i o n s c o n t a : 
1 ] 1 spec Lor General r ep or t . 
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All IIIFOPHaTIOH COMTAIIEIi 

HEREIW IS OTCIASSIFIED 

DATE 06 “08- 2007 BY 651T9 : Dlffl/KSR,'.Hff 


From: 

Sent; 

To: 


b7C 

b6 


I (OGC) (FBI) 

Wednesday, August 16, 2006 4:52 PM 

rAPROMI \/AI FRir F (CsaCA fFRIV I AMMFRT FI AIMF M ICY^C.\ l-PRIV 
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I PGC) (FB 

Subject; DOJ Guidance RE National Security Letters 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ladies and Gentlemen, 

Attached is a recent DOJ Monograph titled, Guidance on the Use of National 
Security Letters to Obtain Certain Information Relevant to an FBI National 
Security Investigation (June 2006). 

As soon as the next CD for DOJ USABOOK comes out, this wilt be added to the 
OGC Lavy Library webpage. 



nsim.wpd (358 KB) 


Please forward to appropriate personnel. 

SENSITIVE BUT UNCLASSIFIED 
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ALL IWOMtATIOJI GOMTAI^IED 
liEREISr IS OTGLASSIFIED 
D 0 if, TT 0 B "2011 7 by 6 51 79 pI|H/ KS 
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b6 

b7C 


Subject: UOJ IG Keports 

UNCLASSIFIED 

NON-RECORD 


CDCs/ADCs: 


b6 

b7C 


Please note that the DOJ IG Reports RE "Mational Security Letters” and 
"Section 215 Orders for Business Records'" a re now available on the OGC 
Main Law Library v/etaslte http://30.30.204.57/libraries/doj_ig_reports/ 

I believe DGC Elaine Lammert has already sent you an e-mail RE the IG report 
on NSLs. 


UNCLASSIFIED 
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ALL IIIFOPlIATIUfl COI-rrAIHEE' 

HEREIH IS UHCLAS3IFIED 

DATE 06 -0 8- 2007 BT 6S1T9 : DKH'/KgR/JliJ 


From: 

Sent; 

To: 


b6 

b7C 


|(OGC) (FBI) 

Tuesday, December 06, 2005 4:00 PM 

CAPRONI, VALERIE E. (OGC) (FBI); STEELE, CHARLES M. (DO) (FBI); 
WEISSMANN, ANDREW (DO) r OGA\- WH I lAMS JFFFRY A rOGC\ rFFj lV 
BOWMAN, MARION E, (Oil (FBlI I ' 
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Subject: DOJ's response to Congress re Washington Post article on NSLs 

UNCLASSIFIED 

NON-RECORD 


Attached Is the letter from William Moschella, AAG at DOJ, to the House and Senate 
Judiciary Committees, re the Washington Post article from last monthre NSLs (which I previously 
sent all of you). 



NSL_rebuttal_letter 
•pdf (529 K... 


UNCLASSIFIED 
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From: 

Sent; 

To: 


b6 

b7C 


Subject: 

UNCLASSIFIED 

NON-RECORD 



b6 

b7C 


The OIG Report RE NSLs is now on the Main Law Library website under the DOJ IG 
REPORTS Category http://30.30.204.57/libraries/doj_documents/ig_national_security_letters. pdf 
********Note that because this is such a large document, it may take a minute or two for some 
folks to open***********’^ 
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